Multi-Factor ¢ SunFire
Authentication

To comply with carrier requirements, all SunFire users will be required to
use Multi-Factor Authentication (MFA) to login to SunFire.

MFA adds an extra layer of security to your account by requiring two forms of verification:

1. Something You Know: Your password.
2. Something You Have: A secondary device, like a phone, or a generated code.

This ensures that even if someone gains access to your password, they cannot log in without an
additional verification factor.

This guide will give you an idea of what to expect along with step-by-step instructions to
successfully securing your account using MFA.

On your first login to SunFire with MFA you will receive a recovery code to store for future use.
After saving the code you will be prompted to complete MFA. See your options below.
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Option 1: Text or Phone Call

1. Log in using your SunFire credentials

2. Enter your phone number

3. Choose either SMS (text) or phone call method and select Continue
4. Enter the code you receive and select Continue to log in
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Secure your account

Enter your country code and phone number in
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How do you want to receive the code?

SMS

Phone call

Option 2: Authenticator app

Log in using your SunFire credentials

Acknowledge the notification in the authenticator app
Enroll your device so it is recognized for future logins
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Secure Your Account

In order to continue, install the Auth0 Guardian
app via the app store from your mobile device.
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Forgot password?

Enrolled Devices

& SunFire 1
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We've sent a notification to the following device
via the Auth0 Guardian app:
Johndoe's Galaxy S10+

Johndoe's iPad

Remember this device for 30 days
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Manually Enter Code

Select the “Try another method” option below the Continue button
Click the App Store or Google Play icons to install the authenticator app on your device
Using the installed app, scan the QR code displayed on the SunFire login screen
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Secure your account
We've sent a 6-digit code via voice phone call to

the following phone number

+1(561) 716-5326

Didn't receive a call? Call again or send a text
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Secure Your Account

Scan the QR Code below using the AuthO
Guardian app on your mobile device.
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